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Version 9.0 - New Features List

The following table lists the new features in Version 9.0.

Category Feature Name Description
1. General MCU redundancy and | A new WebCommander Service, Central
backup Server is installed as part of the

WebCommander server. With this
service the following functionality is
added to the MGC environment:

* MCU Redundancy - Automatic
copying of ongoing conferences and
reservations between two MCUs, so
one MCU mirrors the other. When
one MCU fails, it will be automatically
replaced by the other MCU.

e Automatic backup of MCU
configuration for all MCUs defined
and connected in the MCUs list of the
WebCommander Server Manager. ®

2. General Secure Mode You can configure the WebCommander
application to be used in a Secure Mode
using SSL/TLS.
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Version 9.0 Package Contents

\ersion 9.0 software and documentation CD includes the following items:

MGC WebCommander software:

— MGC Web Server

— MGC Web Server Manager

— WebCommander Configuration application
— MGC Personal Scheduler Client Installation
Documentation in PDF format:

— MGC Web Server Manager Installation and Configuration Guide
— MGC Web Server Manager User’s Guide
— MGC WebCommander User’s Guide

— MGC Personal Scheduler Quick Start Guide
— Version 9.0 Release Notes

MGC Web Server Requirements

%

The MGC Web Server requirements are as follows:

Pentium I11, 400MHz (or higher) processor
256 MB RAM

Microsoft Windows NT Server, Windows Server 2000 (Standard edition), or Windows
Advanced Server 2000, Windows Server 2003 (the last three are mandatory for
Japanese and Chinese language support)

Microsoft 11S version 4.0 with Service Pack 4.0. For Japanese and Chinese language
support, Microsoft 11S version 5.0 with Service Pack 1.0 is required

Free hard disk space:

— For MGC Web Server Manager application: 150 MB
— For Database records: 30 MB

— I SQL server is installed: 200 MB

Database Software:

—  With the WebCommander and MGC Personal Scheduler it is recommended to use
Microsoft SQL Server database. Microsoft Access can be used for the MGC
Manager application

— When integrating the Polycom PathNavigator database, use the Microsoft SQL
Server version 7.0, SQL 2000 or SQL 2005 application. In this case, Windows NT
Service Pack 4.0 or later is required

15” SVGA monitor, 600 x 800 pixels resolution. Recommended: 17" monitor

The MGC WebCommander client application can also be used with Vista operating system.
The MGC Personal Scheduler plug-in can also be used with Microsoft IE7.
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Installing the MGC WebCommander Software Package

Prior to Installation and Software Upgrade

If you are upgrading from a previous version, it is recommended to backup the SQL/MSDE
or Access database.

Backing Up the SQL/MSDE Database

To backup the SQL/MSDE database:
1. On the Start-Programs menu, click Microsoft SQL Server and then Enterprise
Manager.

(5} ACCORD MGC-100v2,2
@ MGC 'Web Manager ver 4.5

@ Mercury Tours
@ Symantec Client Security
@ TestDirectar 7.6

@ MGC 'Web Manager ver 4.6
@ M&EC Manager ver 5.0

(5} ACCORD MGC-100v3.0 » B Query Analyzer
@ MEC Manager ver 4.6 4 ﬂ Server Metwork Ukility
’ @ M&EC Manager ver 4.0 L4 %) Service Manager

@ ‘Windows Update

KILL 4_6

KILL opersrywd 5

The SQL Server Enterprise Manager window opens.
Expand the Microsoft SQL Server list.

3. Expand the SQL Server Group list.
Expand the <PC Name> list.
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Right-click the Databases folder icon, click All Tasks, and then select Backup

Database.

':m SOL Server Enterprise Manager

Console  Window  Help

':m Console RootMicrosoft SQL Servers

J Action  Wiew  Tools |J - = | | e | 2 |J 3k

=1olx|

R N #

EI@ S0L Server Group
=y F3-WEB-SERVER|SQL2000 (Windows NT)
=+ Datahases

ak

hafman 5

hafman4.0

master

model

msdb

Morthwind

pubs

SWTLoadZ000

TalP 46

ternp |
I

Microsoft SOL Servers

1 Item

\

S0L Server
GEroup

- Support

Refresh

test
({0 Data Tre Irnpart Data..
&0 Manage ) Export Data..
-] Replicati  Mew Window from Here
.- i Mainkenance Plan...
[+ D Securiky Delets

-] Meta Da
[+ MGC-WEB-3

Properties

Help

Shrink Database. ..
Detach Database. ..
Take OFfline

Copy Subscription Database, .,
‘iew Replication Conflicts. ..

The SQL Server Backup — General dialog box opens.

In the General tab, select a database from the list, enter a name for the backup file,
select a backup destination folder and click OK.

SQL Server Backup - tam3

General | Options |

Mame: Itam3 backup

Description: I
Backup
I Datm
" Databass - differential
| Tiranzaction log

| File and filegraup: I _I

Destination

Remove |

1| | | Contents... |

Ovenwrite

& #ppend to media
' Ovenwite existing media

[T Scheduls: I _I

Schedule

Database: I tam3 \L‘I\

x|

QK I Cancel | Help

When the backup process is completed successful, a confirmation message is
displayed, indicating the backup operation was completed successfully.
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7. Click OK.
The new backup file is located in the destination folder selected in step 6.

Backing up the Access Database

To backup the Access database:
1. Open the folder where the database resides.

2. Select the database file by clicking it.
3. From the Edit menu, select Copy, and then select Paste.
4

The backup database file called Copy of <database_name>, appears in the same
folder as the original database. This file can be moved to any folder.

Software Installation

The Installation Wizard guides you through the installation process for the MGC Web
Server.

If installing from FTP:
1. Download the software from the FTP site and unzip the files.

2. Open Windows Explorer and browse to the directory that contains the MGC
WebCommander diskettes.

3. Expand the Disk 1 folder and double-click the Setup.exe file.
The Installation Wizard Welcome screen opens.

If installing from a CD:

1. Insert the CD into the CD drive.

2. From the Start menu, select Run.

3. Inthe Run dialog box, enter D:Setup, where D is the CD drive name, and then click
OK.

The Installation Wizard Welcome screen opens.
Installation Wizard and Product Upgrade

software. It is also important that the password used to access the domain is permanent and

The installer must have administrator rights or domain administration rights to install
E does not expire after 90 days.

Follow the on-screen instructions of the installation procedure.

1. Double-click the WebCommander setup icon.
The Question dialog box appears, prompting you if you want to update your license
information.

question i

@ Would you like to enter new License InfFarmation?
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2. Click Yes.
The Enter License Information window opens.
x

Online Registration

Click to register your product at Polpcom Polycom

Fesource Center and get an activation key. Fesource

Certer

License Number : I

Activation Key : I

Cancel |

a. Click Polycom Resource Center to register your product and retrieve the
software Key Code.

b. Inthe License field enter the code located on the Product CD.
c. Inthe Activation Key field enter the product code retrieved from the Polycom
website.

In certain instances the following dialog box appears.
<. 5 setup X

MDAC {Microsoft Data Access) is not updated,
Do you wish to update to MDAC version 2,87

WARNING: IF vou choose "no”, you might encounter very severe problems!

fes Mo |

Click Yes, to upgrade your MDAC version and continue the installation. Windows
automatically reboots after the MDAC installation, and the WebCommander installation
setup restarts automatically.

d. Click OK and continue the installation setup.
The Software License Agreement window appears.

Software License Agreement ﬂ

Fleaze read the following license agreement. Uze the scroll bar ta view
the rest of thiz agreement.

END-USER LICENSE AGREEMENT FOR ﬂ
POLYCOM® SOFTWARE

IMPORTANT—READ CAREFULLY BEFORE USING THE SOFTWARE PRODUCT:
Thiz End-User Licenze Agreement [“Agreement"] iz a legal agreement between you
[either an individual or a single entity] and Polycom, BY for the POLYCOM SOFTWARE
PRODUCT licensed by Polycom, BY in Europe, the Middle East, Africa, and Asia Pacific,
or the POLYCOM SOFT'WARE PRODUCT licensed by Polycom, Inc. in the rest of the
world [collectively referred to herein az “POLYCOM™). The SOFT'WARE PRODUCT
includes computer software and may include associated media, printed materialz, and
"onling" or electronic documentation ["SOFTWARE PRODUCT"). By clicking "1 agree”
or by installing, copying. or otherwize uzing the SOFTWARE PRODIUCT, you agree to be
bound by the terms of thiz Agreement. |f you do not agree to the terms of this Agreement,
do not install or use the SOFTWARE PRODUCT, and return it to your place of purchase LI

Select Yes to accept the agreement.
Select Mo to cancel the setup.

< Back I Mo I es |

3. Click Yes to use the product and continue the installation setup.
The Welcome window opens.

4. Click Next.
The User Information window opens.
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Enter the user Name and Company details and click Next.
The Setup Type window opens, listing the products according to the purchased
package.

Select the appropriate product type as follows:

{} Depending on the license purchased, not all or a combination of the modules appear.

«  Client - Installs the MGC Web Server Manager application on a computer other
than the server for remote access to the MGC Web Server.

*  Meeting Scheduler Server — Installs the MGC Web Server and MGC Web Server
Manager applications that enable users to define, modify, and start reservations
via the Web or Microsoft Outlook.

*  Meeting Director Server - Installs the MGC Web Server and MGC Web Server
Manager applications that controls and manages On Going conferences via the
Web. This module enables users to monitor the ongoing conference status, and
perform various operations.

»  Professional Server — Installs the MGC Personal Scheduler and the Meeting
Director Server components to enable full functionality from the Web, and
conference scheduling from Microsoft Outlook. This installation allows users to
schedule and start reservations, monitor, and control On Going conferences from
the Web.

Click Next.
The Choose Destination Location window opens.

Select the target path for the installation (it is recommended to accept the suggested
path and directory name) and click Next.
The Select Programs Folder window opens.

Click Next to accept the suggested group folder and name.

The system starts downloading the software files. When the download is complete, a
Security Configuration dialog box appears.

(WebCommander sites, WebCommander client, Server Manager application, OperSeryv,

: § In Secure Mode all communications between the WebCommander components

WAM and MCUSs) are encrypted and authenticated.

10.

In the Security Configuration window, select whether to implement the
WebCommander’s Secure Mode and click Next.

Security Settings

Secure Mode requires the installation of a valid S50 cerlificate. 1t
forces NT Authentication, disables the Personal Scheduler and
secures communication between the server and MCU s

< Back I MHext > I Cance!
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The Central Server Service is disabled in Secure Mode. Leave this check box cleared if
you want to use the Central Server Service features such as MCU redundancy, Backup
and Auto Cascading.

If you are upgrading from a non-secured installation, leave this check box cleared to install
the new version in non-Secure Mode. Once the installation is complete, change the
WebCommander security settings using the Server Manager application.

If you have selected the Secure Mode option, the Information dialog box opens
indicating that the database must be configured to Secure Mode (if you have not done
so prior to the WebCommander installation). Click Yes to continue the installation
process.

In the Link to PathNavigator dialog box, select whether to create a direct link to the
PathNavigator gatekeeper and use its database. For more information see the Software
Installation section in the MGC Web Manager Installation and Configuration Guide.

Select:

— Yes, to automatically configure the link to the PathNavigator gatekeeper. Proceed
with step 12.

— No, if no PathNavigator gatekeeper is installed in your environment, or to
manually define the link to the PathNavigator. Proceed with step 14.

If you have selected Yes, the Select Components window opens.
The following options are available:

Select Components =

Hows do you like to merge to PathM avigator D atabaze?

' Specify

' Automatically

< Back I Mest > I Cancel |

— Specify is the default setting. It enables you to manually define the link to the
PathNavigator gatekeeper.

— Automatically lets the WebCommander search for a PathNavigator database on all
the SQL servers installed in the local domain and automatically create the link
between them.

a. Click Next to manually select the PathNavigator gatekeeper server.
The Enter Information window opens.
«  Enter the name of the PathNavigator gatekeeper server, and click Next.
« Aconfirmation dialog box (Server found) opens. Click OK.

b. Select Automatically to let the system to automatically detect the PathNavigator
gatekeeper, and click Next.
A confirmation dialog box opens, click Yes.
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c. The Select a PathNavigator Database dialog box appears, listing the SQL Servers
found in the local domain.

Select a PathNavigator Database =

E PathMavigator SOL Servers found in the domain:

F3-50A-PN3
F3-50AWEBZK
F3-5WT-PN1
F3-5WT-PN2
F3w/EB-SRY

r— Description
Select SGOL Server; then click the Mext button

< Back I Hext I Lancel |

13. Select the required PathNavigator Server, and then click Next.
14. The Site alias name window opens. Enter the site Alias name.

x

Flease choose an alias for the site:

< Back I Mest > I Cancel |

The site Alias name automatically redirects participants to the correct Web site in the
event that the address changes (for instance, when upgrading to a higher version). For
example, the alias entered to go to the Web site can be abcABC, where abcABC is the
IP address of the WebCommander server.

15. Click Next.
The Setup Complete window opens.

16. Click Finish to complete the installation procedure and exit the Setup Wizard.

installation. This error message may appear when there are two Web sites installed in
the system. In this case, you need to manually create and configure the ConfSiteV9_0
and ConfPollerSiteV9_0 in the IIS application.

% Sometimes the error message “Cannot Create Application” appears at the end of the

Defining the MGC Web Server Security Properties

The security properties of the MGC Web Server must be defined to allow access to the
Server. For more information see, Defining the MGC Web Server Security Properties in the
MGC Web Manager Installation and Configuration Guide, Chapter 5.
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Selecting the User Account for Accessing the MGC Web
Server

The Web Server application is installed during the WebCommander installation process.
When using a local database, there is no need to define the Web Server security properties.
All other database definitions require configuring the properties of the Web Server.

To select the user account in Windows NT/2000/2003 Server:
1. Click Start > Settings> Control Panel>Administrative Tools> Services.
The Services window opens.

File  Action wiew Help ‘

e» E@ERB(@Rr = 0= |

[y Services (Local) jame_/ [ Description [Status | StartupType | Lca|

b DDE DSDM Manages Dyna... Disabled L

X Location Awareness (NLA) Collects and sto...  Started  Manual L

X P Service Manages kML c... Manual Lc

Manager Service Started  Automatic Lc

SRANT LM Security Support Provider Provides securt Manual L

“BnOffice Source Engine Saves nstallatio. ., Manual L

B fficeSean NT Listener Receives comm...  Started  Automatic L

< iceScantil RealTime Scan Performs Reakti... Started ——Automatic — T
L Xepersrova o Autamatic ; >

[BaPerformantce Logs and At

SBaPlug and Play Enables acomp...  Started  Automatic L
Medlia Serial Number Service Retrieves the £... Manual Ll
4Print Spodler Loads filestom... Started  Automatic L
Protected Storage Provides protec... Started  Automatic L
o3 RSP Provides networ. .. Manual Lc
Remote Access Auto Connection Manager  Creates a conn... Manual L
Reniote Access Cannection Manager Creates anstw.., Started  Manual L
Remote Deskiop Help Session Managsr Manages and co. . Manual L
Remote Procedure Call {(RFC) Providesthe en...  Started  Automatic [
Remote Procedure Call (RPC) Locator Manages the RP. . Manual N'ﬂ
< I ¥

2. Right-click OperSrvV9_0, and then click Properties.
The OperSrvV9_0 Properties (Local Computer) dialog box opens.
Click the Log On tab.

4. Select This account to select the user with access to the MGC WebCommander
Server.

5. Click the Browse button to select the user name.

OperSry¥9_0 Properties {Local Computer) EHE
Genera| Recovery I Dependencies I
Log on az

" Local System account

I | flloy service o interact with desktop

|-ocaSystrd (=

Password: Iooooooooooooooo

LConfirm pazsword: Iooooooooooooooo

“f'ou can enable or disable thiz service for the hardware profiles listed below:

Hardware Frafile | Service |
Prafile 1 Enabled

Enctle | Disable |

QK I Cancel | Apply |

The Select User dialog box opens.

10
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6. Select the user name from the list, and then click OK.
The system returns to the OperSrvV9_0 Properties (Local Computer) dialog box.
In the Password field, enter the user password.

8. Inthe Confirm Password field, enter the user password.

Click OK.
A confirmation box opens.

10. Click OK to confirm and complete this procedure.

Starting up the Server

When the application is installed, the server is started automatically. A manual start of the
server is only required when the password is changed or for troubleshooting.

To start up the Server in Windows NT/2000/2003 Server:

1. Click Start > Settings> Control Panel>Administrative Tools> Services.
The Services window opens.

2. Right-click OperSrvV9_0, and then click Start.

% Services =10 x|
JA:t\un Wiew “Q—-Dlml‘@“illl |2 |
Tres | [ | Description | Status | Startup Twpe | Logonas |+

W 8 Messangar Sendsand ... Started  Automatic LocalSystem

Met Logon Supparts p...  Started Aukomatic LacalSystem

%NetMeeting Remote... Allows aut... Manual LocalSystem

% MNetwork Connections  Manages o..,  Starked Manual LocalSystem

%Network DDE Provides ... Manual LacalSystem

%Netwnrk DDEDSDM  Manages s... Manual LocalSystem

%NT LM Security Sup... Providess,., Manual LocalSystem

Autarmatic LocalSystern

%Par arra esl Manual LocalSystem

%P\ug and b e Bsd,..  Started Automatic LocalSystem

%Portahle r SRR es b, Manual LacalSystem

%Print Spoc Restart iles ... Started Automatic LocalSystem

%Prutected .~ pspr.. Started Automatic LocalSystem

QoS RSVE Al Tasks  # psn.. Manual LocalSystern

%Remnte AT Ea.. Manual LocalSystem

Refresh

%Remute A a.. Started Manual LocalSystem

%Remote F Properties sth,.. Started Aukomatic LocalSystem

%Remnte P pst.. Manual LocalSystem

%Remute iizle yem... Started Automatic LocalSystem

%Removab\e Storage Manages r...  Started Autamatic LacalSystem
% Routing and Remat...  Ofers rodt... Disahled LocalSystem LI

|Start service OperSvVe_D on Local Computer

The Service Control box opens, indicating that Windows is attempting to start the
OperSrvV9_0 service.

Fle Action Yiew Help

=10/ %]

o EFRB 2 > 0w

&y services (Local)

Hame _/ | Deseription [ Status [ Startup Type | Lo~
R Network DDE DSDM Hanages Dyna... Disabled L
S Network Location Awareness (NLA) Collects and sto,..  Started  Manual Lo
“aetwork Provisioning Service Manages XML c... Marual Le
%4 Notebook Manager Service Started  Automatic Lc
SRaNT LM Security Support Provider Provides securit,.. Hanual L
44 Office Source Engine Saves installatio... Manual Lc
48 OfficeScan NT Listener Recsives comm...  Started  Automatic L

RealTime Scan Performs Real-ti... d  Adtomatic

Automnatic

Logs and Alerts Collects perform, .. IManual
BPlug and Play Enables a comp...  Started  Automatic Le
“R4Portable Media Serial Number Service Retrieves the s... Manual Lo
s print Spocler Losdsfilestom... Started  Automatic L
S Protected Storage Provides protec...  Started  Automatic Lo
005 RSVP Provides networ. . Marual Le
“4Remate Access Auto Connection Manager  Creates a conn.. Manual Lc
“Remote Access Comnection Manager Crestesanetw.. Stated  Manual L
4 Remoate Desktap Help Session Manager Manages and co... Manual Lc
“aremote Procedure Call (RPC) Providesthe en... Started  Automatic Wi
Fanages the AP, Hanual

4Remoate Procedure Call (RPC) Locator
4

Extended  Standard

In the Services dialog box, the status of the service changes to “Started”.

11
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Selecting the User Account for Accessing the WAM Server

By default, the WAM Server is installed during the WebCommander installation process.
When using a local database, there is no need to define the WAM Server security
properties. All other database definitions require setting the properties of the WAM Server.
For more information see, Selecting the User Account for Accessing the WAM Server in the
MGC Web Manager Installation and Configuration Guide, Chapter 5.

Starting up the WAM Server

When the application is installed, the server is started automatically. When a PathNavigator
gatekeeper is present on the network, there is no need to define the WAM Server security
properties. With SQL Authentication however, configuration of the WAM server is
required when no PathNavigator is present on the network. A manual start of the server is
also required when the password is changed or when troubleshooting the server. For more
information see, Starting up the WAM Server in the MGC Web Manager Installation and
Configuration Guide, Chapter 5.

Optimizing E-mail Delivery on the Server
You can Optimize e-mail Delivery on your Server. For more information see, Optimizing

E-mail Delivery on the Server in the MGC Web Manager Installation and Configuration
Guide, Chapter 5.

Integrating Polycom PathNavigator

When the Polycom PathNavigator is installed in your enterprise you can access the
endpoints registered with the PathNavigator via the WebCommander. For more information
see, Integrating Polycom PathNavigator in the MGC Web Manager Installation and
Configuration Guide, Chapter 5.

Updating the Database

When upgrading from a previous version of the MGC Web Server Manager, the old
database is saved during the installation procedure.

However, it is recommended that you back-up the database before updating the
database.

At the end of the installation procedure, you must access the MGC Web Server Manager
application to automatically update the database.

The procedure for updating the database is the same for Windows 2000, Windows 2003
and Windows NT.

12
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To update the database:

1.

On the Start — Programs menu, click MGC Web Manager Ver 9.0, and then click
MGC Web Server Manager.

Programs » @ Adobe »
-@ Microsoft Office »

;:‘ Documents 3 f" Babylan
@ Adobe Photoshop 7.0
g) Settings 3
I sSnaglt & 3
j‘—’] Search 3 é Micrasoft OFfice Communicator 2005
{% 5K Messenger 7.0 {2}

) Help and Suppart .@ Beyond Compare 2 3

©
7 Fun.. A ad P o
r 9.0 3 ;% MEC Web Server Manager
¥ ¥

The Database Login dialog box opens.

Enter your Login Name and Password as defined in the database and click Login.
The default Login Name is adminl. The default Password is 123.
The system automatically starts the update process.

If there are discrepancies in the number of fields between the old and the new database
version, the system prompts whether to update the existing database to the new format.
Click Yes to automatically update the database (recommended), or No to leave the
database unchanged.

If you select No, new entries added to the database via the MGC Web Server Manager
will not be saved.

If you select Yes, the UpdateDB dialog box opens, indicating which databases require
updating.

1% Update databases; Time: 00:00:05 10l =|

The following dB's are not updated with the new MG Databaze. Please chooge the dB's that pou want to
Update.

[wlAccordDB - Sps DSM [C:\Program Files\MGC Web Manager ver 7.00D atabase\dcoorddccess. mdb)
[WINTAUTHDE - SOL Server Mame: FE-DUKE-SERWYMSDESERYER | User Mame: Duke
[w|PathMavigator - SOL Server Mame: FE-NAVIGATORZ | User Mame: GKUser [ Path Navigator databas
[W]SQLAUTHDE - SOL Server Mame: FE-DUKE-SER\MYMSDESERVER | User Mame: GKU zer

4 | i

[]
Updating DB: AccordDE | Schema analyses...

Apply I Stop | Cloze

Update all the databases you intend to use.
To cancel the update of a database, clear the check mark next to the database name.

Click Apply to update the selected databases.

The updating process may take time, depending on the size of the database. At the end
of the process, an Update Database Results dialog box may open, listing the fields that
were updated.

@ On computers that support Unicode, a dialog box does not appear.

6.

Click OK to return to the UpdateDB dialog box.

13
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7. Click Cancel to close the dialog box and exit the update process.

Database process - automatically performed by the Server Manager - creates a group
for each listed user, and retains the access rights defined for a user as the access
rights to that group.

* Participant templates and Conference templates are automatically assigned to the
Root directory; therefore, only users who have access rights to the root directory
(usually administrators) are able to view these conferences. The templates can be
moved to the appropriate group in the Groups tree in the Database Manager segment,
using Copy and Paste (drag & drop is not available).

* When you open the MGC Web Server Manager for the first time after an upgrade, and
you have not yet updated the database, you can do it later using the dB’s Update
from the Options menu.

: § * When upgrading from a previous version which did not support Groups, the Update

14
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Version 9.0 Detailed Description - MCU Redundancy
and Backup

A new WebCommander Service, Central Server is installed as part of the WebCommander
server. With this service the following functionality is added to the MGC environment:

* MCU Redundancy - Automatic copying of ongoing conferences and reservations
between two MCUs, so one MCU mirrors the other. When one MCU fails, it will be
automatically replaced by the other MCU.

«  Automatic backup of MCU configuration for all MCUs defined and connected in the
MCUs list of the WebCommander Server Manager.

MCU Redundancy

The Central Server Service is designed to monitor the activity of assigned pairs of MCUs,
so if one MCU in the pair encounters a problem that prevents it from running conferences,
the other MCU will take over smoothly.

In Central Server Service environment, as described in Figure 1, MCU A and MCU B are
both registered in the gatekeeper with the same prefix and they are designated as backup to
each other in the WebCommander Central Server Service.

The Central Server Service monitors both MCUs. When a new on going conference is
created on one MCU (for example, MCU A), the Central Server Service automatically
copies this conference to the second MCU (for example, MCU B) with the prefix *bck_. In
the same way, when new reservations and Meeting Rooms are created on one MCU they
are automatically copied to the second MCU.

Gatekeeper PBX (ISDN)
MCU A Prefix - 70 Routes the calls from MCU A to MCU B
MCU B Prefix - 70

Conferences list
Meeting Rooms list
Reservations list

P
Primary_ MCU (A) \ ! % Backup MCU (B)
MCU Prefix in GK - 70 - MCU Prefix in GK - 70
On Going Conference abc WebCommander On Going Conference *bck_abc

(central server)

Figure 1: Central Server Service Environment

15
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When one MCU is down (for example, power shortage), the gatekeeper will identify that
one MCU (A) is unavailable and will automatically forward the calls to the second MCU
(B). The participants are connected to the conference that was copied from MCU A with
the same name.

When the first MCU (A) is up and running again, the gatekeeper will connect the
participants to conferences running on MCU A. If a conference with the same ID is now
running on both MCUs (for example, if MCU A recovered quickly, participants that
connected later were connected to MCU A), the system will automatically cascade both
conferences (using the Auto Cascade feature) to create one conference. This will eliminate
the need to disconnect and reconnect participants to a single conference.

If the origin conference is terminated on one MCU its backup conference will be
automatically terminated on the second MCU.

In the same way, if ISDN PBX is configured to route calls from one MCU to another
according to MCU availability, the same behavior will occur.

@ The Central Server Service is disabled in Secure Mode.

Redundancy Guidelines

16

« ISDN and IP Network Services must have the same configuration (for example, MCU
Prefix in gatekeeper, dial-in numbers range, etc.) on both MCUs.

«  Conference Profiles, Entry Queue and IVR Services must be identical on both MCUs.
e Entry Queues must be identical on both MCUs.

«  The following conference parameters are copied from the source MCU to the target
MCU (backup):

— Conference duration
— Passwords (chairperson and conference entry)
— User Defined fields
— Billing Code
— Lecture Mode parameters
— Layout and Auto Layout
«  The following conference parameters are NOT copied:
— Remarks and Remarks History
— Lecturer Name (as the backup conference does not include participants)
— Video Forcing (as the backup conference does not include participants)

« |f anew conference is started or scheduled on one MCU, and the MCU failed before
the conference was backed up on the second MCU, this conference will not be backed
up.

«  Defined participants are not copied between MCUs and they must be added manually
to the backup conferences.

» If the conference is cascaded, it cannot be monitored as one conference.

e If the parameters of one conference are updated, they will be automatically updated
also in the backup conference.
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+  The CDR files are separate on each MCU. A backup conference is identified by its
prefix and when activated it will contain participants.

When MCU Redundancy is enabled, do not enter data in the field “User Defined
3" as it is reserved for the Central Server Service internal use.

MCU Redundancy Configuration

1. Click Start-Programs > MGC Web Manager ver 9.0 > MGC Web Server
Manager.
The Login window is displayed.

2. Enter your User Name and Password and click OK.
MGC Web Server Manager window opens.

If required, add new MCUs to the list.

4. On the Options menu, click Redundancy Configuration.
The system displays a list of paired MCUSs currently defined in the Web Server
Manager.

5. Select the MCU pair(s) that you want to use to backup each other.

5:-_:!_Redundancy Configuration {AccordDB) ﬂ
[ MCLT [ IR [
r 17222188211 17222188210
r 172.22.188.40 17222188210
I~ 172.22.188.40 17222188211
()8 I Cancel |
6. Click OK.

From this point on, all conferences, Meeting Room and Reservations will be mirrored
between the MCUs in the select pairs.

MCU Backup

The Central Server Service enables you to schedule automatic system backup of selected
MCUs. The automatic backup includes:

«  System configuration (including Network Services and IVR Services)
*  Meeting Rooms

*  Reservations

»  Conference Profiles

e Entry Queues

17
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Defining the Backup Parameters

18

The backup interval and target path are defined once. It is important to connect the
WebCommander Server and MCUs prior to the definition of the backup parameters as the
first backup is performed when the definition is completed.

To define the Backup parameters:

1.

Click Start-Programs > MGC Web Manager ver 9.0 > MGC Web Server
Manager.
The Login window is displayed.

Enter your User Name and Password and click OK.
MGC Web Server Manager window opens.

If required, right click the Server icon and then click Connect Server.
If required, add new MCUs to the list and connect them to the server.

On the Options menu, click Backup Configuration.
The Backup configuration dialog box is displayed.

x
Interval : |24 [Hours |
Target Folder : ID:\Training Browse... |
()8 I Cancel |

Select the Interval in which the backups will be performed.

In the Target Path, click the Browse button to select the destination disk/folder where
the backed up files will be stored.

Click OK.
The system automatically performs the first backup of all the connected MCU.

The information is saved to the selected target path (disk), creating a folder whose
name is derived from the MCU IP address. For each backup, the system creates a
folder with the suffix _generation _n where n is the backup number and in which the
dat, cfg and msg folders are stored. If the backup fails for any reason (for example, if
the MCUs are not connected or the WebCommander server is not active), the suffix
Corrupted is added to the backup folder name in the format _generation _n_corrupted.

= 12 Training
B 5 172_22_185_40
|2 172_22_188_40_Generation_1
|2 172_22_188_40_Generation_1_Corrupted
|2 172_22_188_40_Generation_2
|2 172_22_188_40_Generation_2_Corrupted
|2 172_22_188_40_Generation_3

|2 172_22_188_40_Generation_3_Corrupted
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Version 9.0 Detailed Description - Secure Mode

You can configure the WebCommander application to be used in a Secure Mode. In Secure
Mode all communications between the WebCommander components (WebCommander
sites, WebCommander client, Server Manager application, OperServ, WAM and MCUSs)
are encrypted and authenticated.

The Secure Mode can be configured during the installation process or by switching the
existing configuration from non-Secure Mode to Secure Mode.

is disabled when working in Secured Mode as Personal Scheduler port is closed

The Personal Scheduler plug-in for Outlook that is used for scheduling conferences
E (default port is 5005).

Working in Secure Mode entails:
«  All WebCommander sites are configured to work with SSL/TLS

«  All WebCommander sites are configured to work only with “Integrated Windows
Authentication”

»  The Personal Scheduler application is disabled

« NT Authentication is required to access the Server Manager application

«  All communication between application Server and MCUs is automatically secured
*  MCU passwords in database are encrypted

system installed in the server:
e Windows 2003 Server implements AES encryption

e Windows NT and Windows 2000 implement 3DES encryption

§ The encryption of MCU passwords in the database depends on the operating

+  Adding MCUs and updating MCU passwords require a special permission

The Secure Mode is indicated by a lock icon that appears in the right corner of the Status
bar of the Web Server Manager application.

< I | K1 | »
Ready [ [ [Data Base Name: MCU's from all databases ; Server Name is: LocalHost & [
hstarc| | ) @& &3 || g rogiry edeor |[PEC web server Man... Pl e [T

Secure Mode indication

Secure Mode Prerequisites

Prior to setting the WebCommander to Secure mode, the MCU, 1IS, SQL Database and
DCOM must use secure encryption as follows:

*  MCU - requires the installation of SSL/TLS certificate, setting the MCU port to
Secured Port (port 443) and Secured mode and setting the appropriate system.cfg
flags. For more information, see the MGC Administrator’s Guide Chapter 2.

«  Application Server (where the IS, OperServ and WAM servers reside) - requires the
installation of SSL/TLS certificate. This is done using the 1IS. For more information,
see “lIS Server - SSL/TLS Certificate \erification” on page 20.
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SQL Server (if using the SQL Database) - requires the installation of SSL/TLS
certification and enabling the Force Protocol Encryption option. If the SQL Server is
installed on the same server as the 11S (which is not recommended), only one SSL
certificate is required (the one used for the 11S). For more information, see “Database
Security Settings” on page 20.

IS Server - SSL/TLS Certificate Verification

To ensure that the SSL/TLS certificate has been installed on the I1S:

9.

10.
11.

12.
13.
14.

Click Start ->Settings ->Control Panel ->Administrative Tools
->Internet Information Services (11S) Manager.

The Internet Information Services window opens.
Expand the Server name list.

Right-click the Default Web Site icon and then click Properties.
The Default Web Site Properties dialog box opens.

Click the Directory Security tab, and then click View Certificate.
Verify that the system indicates that the certificate is valid.
Click OK and close the dialog box.

Database Security Settings

If an SQL database is used with the WebCommander, in addition to the installation of the
SSL/TLS certificate, it must also be set to Secure Mode by selecting the Force Protocol
Encryption option.

Enabling the Secure Mode:

&5

20

When using an Access database or an external database the connection between
WebCommander and the database is not secure.

On the Start - Programs menu, click Microsoft SQL Server, and then click Server
Network Utility.
The SQL Server Network Utility dialog box opens.

Click the Force protocol encryption check box.

£ SQL Server Network Utility X
General l Metwark Libraries]
Instance(s] on thiz server: F3-MOAL
Dizabled protocols: Enabled pratocols:
Multipratocol Mamed Pipes
Nuw/Lirk IPX/SP Enable >> TCRAP
AppleT alk .
Banyan Yines <« Disable
Wl
Froperties...
(l? Force protocaol encryption )
I Enable WinSock proxy
QK | Cancel Help
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The connections to the SQL Server will be secured using SSL.
3. Click OK.

Secure Mode Implementation

The Secure Mode can be implemented in the WebCommander in the following ways:

* New installation
The following operations are performed:

Selecting Secure Mode during the Installation of the WebCommander application.
For more details, see “Installation Setup” on page 21.

Verifying that the appropriate security settings were performed. For details, see
“Verifying the Secure Mode Settings” on page 24.

DCOM Config. For details, see “DCOM Configuration” on page 27.

Set the working database as Global default so NT Authenticated users can be
added to it Users table.

It is recommended to set the default user Permissions to lower permissions and
enable the permission add MCUs to the database or update the MCU passwords.
All users that are automatically added to the WebCommander Users list will
inherit this permission. For details, see “Permissions Setting” on page 33.

« Upgrading an existing installation

Install the new version in non-secure mode and then switch the installation to Secure
Mode as described in "Switching a non-secured installation to Secure Mode"

«  Switching a non-secured installation to Secure Mode
The following operations are performed:

Installation Setup

In the Server Manager application, change the security settings in the Web
Configuration dialog box. For details, see “Modifying the Security Settings in the
Web Server Manager” on page 22.

Verifying that the appropriate security settings were performed. For details, see
“Verifying the Secure Mode Settings” on page 24.

DCOM Config. For details, see “DCOM Configuration” on page 27.

If instructed by the system, manually update the MCU passwords to encrypt them.
For details, see “Manually Updating the MCU Password” on page 33.

Set the working database as Global default so NT Authenticated users can be
added to it Users table.

It is recommended to set the default user Permissions to lower permissions and
enable the permission add MCUSs to the database or update the MCU passwords.
All users that are automatically added to the WebCommander Users list will
inherit this permission. For details, see “Permissions Setting” on page 33.

When the Secure Mode option is selected during system installation, all the requires
security configuration are automatically performed by the system.

This procedure should be performed only with new WebCommander installation. During
the installation process, in the installation wizard:

21
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e Inthe Security Configuration window, select Secure Mode and then click Next.

Security Settings

secures communication between the server and MCUs

IV {ecuie Mods:

Secure Mode requires the installation of a valid S50 certificate. 1t
forces NT Authentication, disables the Personal Scheduler and

< Back I Mest > I Cance! |

If you are upgrading from a non-secured installation, leave this check box cleared
to install the new version in non-Secure Mode. Once the installation is complete,
change the WebCommander security settings using the Server Manager

application.

The Information dialog box opens indicating that the database must be configured to
Secure Mode (if you have not done so prior to the WebCommander installation).

«  Click OK to continue and complete the installation.

Modifying the Security Settings in the Web Server Manager

22

Perform this procedure to switch from non-Secure Mode to Secure Mode.

To enable the Secure Mode:
1. Access the MGC Web Server Manager.

2. On the Options menu, click Web Configuration.

| optians Help
Server 3
Enable Logaer:
W

Redundancy Configuration, ..
Backup Configuration ...

Personal Scheduler Configuration,. .,
Cammunication. ..

Palycom Datastore Settings...

E-mail Format. ..
Autornatic Email Crash Motifications. ..
Administrator Email Motification Settings...

DB’ to Update...

Refresh DB F5
Refresh DB List Ctrl + F5
AddfRemave Connection To ODBC...

The Configuration dialog box opens.
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Click the Secure Mode check box.

Configuration

Highest MCU Version [T Automatic Maming of Conferences
[~ Audio LookEFeel @ TemplateMame_UserName_RandomMumber
| Erifiereies Em TP Y sl m " TemplateMame_UserEmail RandomMumber
v Secure Mode going Participants Mames Display
Encryption Key Path: |CAEEY Browse. | ’7 *] Custom Length |11 £ Full Name
~ LangUage 0alabase fof the WeD She
Database: IDeFau\l Database (Recommended] j Reload DB | Party Headers Order. |
- Databases accessible from the: web si
[vIMoa - SOL Server Mame: F3-NOAL . User Name: kobi UnSelect Al
¥ | Zutomatically add Autherticated bindovws users b b/ebCommander Lsers fist
[~ Create private groups for automatically added users
0K I Cancesl |

Once you select this check box, the system displays a message listing the operations
that will be performed when the WebCommander application is switched to Secure
Mode.

Click OK to confirm. If you select Cancel, the system will clear the Secure Mode
selection.

If OK is selected, the Encryption Key Path field is enabled and the Automatically add
authenticated Windows users to WebCommander Users list option is automatically
selected and cannot be cleared.

In the Encryption Key Path field, click the Browse button and select the folder to save
the encryption key used to encrypt the MCU passwords in the database.

Click OK.

At this point, the system performs the following operations:

— Updates all the WebCommander sites (ConfSite, ConfpollerSite, WebCommander
and Linked WebCommander) to work with SSL and integrated Windows
authentication, while cancelling the anonymous access option.

— Encrypts the MCU passwords in the database.

If this operation fails, the MCU passwords must be manually re-entered to encrypt
them.

— Stops and then starts the WebCommander services: Operserv, WAM and
KeepAlive.

— Disconnects all the MCUs.

Once the system is restarted the MCU must be reconnected.

— This process takes about 10 seconds and at the end a confirmation message is
displayed.

Click OK.

The system restarts and the user is automatically logged into the system.
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You can verify that the system performed the required changes in the security settings of
the server and the OperServ by performing the procedures described next. These
procedures are optional and can be skipped.

IIS Server Security Setting Verification

To ensure that the 11S Security Settings were enabled:

Click Start ->Settings ->Control Panel ->Administrative Tools
->Internet Information Services (11S) Manager.

1.

7.

The Internet Information Services window opens.

Expand the Server name list.

Right-click the Default Web Site icon and then click Properties.
The Default Web Site Properties dialog box opens.

Click the Directory Security tab.

In the Anonymous access and authentication control box, click the Edit button.

Verify that the Anonymous access option is cleared and the Integrated Windows

authentication option is selected and then click OK.

Authentication Methods @

[ Anorymous access
Mo uger name/password required to access this resource,
Account uzed for anonymous access:

Uszer name:

Pazsword:

Authenticated access

For the following authentication methods, user name and password
are required when

- ahonymous access it disabled, or

- access iz resticted using MTFS access control listz

[] Digest authentication for Windows domain servers

[[] Basic authentication [password is sent in clear text]

Default domain:

Integrated ‘Windows authentication

[ QK ] [ Cancel ] [ Help ]

In the Secure Communications box, click the Edit button.
The Secure Communications dialog box opens.
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8. \Verify that the following check boxes are selected:

— Require secure channel (SSL)
— Require 128-bit encryption

ay . .
-&|Internet Information Services

File  Action Wiew Help

© OmxXFRE @

[ ntermet Information Services Hame Path Status
= B F3-NOAL flocal computer) default,asp
= (1 web Sites @] Gercurrentversion.asp

=1 /) Default web site SecureWamPraxy.asp

& IISHelp
& Canfsitews_0
1 {8 LinkedwebCommand
1 {8 webCommander
+ Printers
'ebCommander Properties ?x
d g . : x
* :?'T'EXTEST [ HTTF Headers | Custom Enars | ASF.MET |
o : :
- Vitual Directory | Documents | Directory Security
& Seripts
+ ConfPollerSitevs_0 Anonymous access and authentication control
- Confitevs s Enable anonymous acoess and edit the
- @ Confrollersitey? s bl auheriaton methods frhis essuree.
-] aspnet_dient e =

4% Default SMTP Wirtual Server
P adddress and domain name restrictions

®

Edit

Secure communications

Require secure communications and
enable client certificates when this Server Cerificate.

resource is accessed. - -
Wiew Certificate...

Secura Communiratinne

¥ [Eequice secure channel (550)
\ Fiequire 128 bit enciyption

1]

Client cerificates

() lgnare client certificates
() Accept client certificatss
O Require client certificates

[[]Enable client certificate mapping
Cliert certiicates can be mappsd to Windows user

accounts. This allows access contiol to resources using
client certificates. Edi...

|~
153

ok ][ cawd | [ Hee |

9. Click OK and then close the WebCommander Properties dialog box.

OperServ Security Settings Verification
In Secure Mode, OperServ is set to the highest authentication level of Packet Privacy.

To verify the OperServ security settings:

1. Click Start ->Run.
The Run dialog box opens

2. In the Open field, type dcomcfng and click OK.
N 2%

@ Type the name of a program, Folder, document, or

Internet resource, and Windows will open it For you.

©pen; I damenfgl j

oK I Cancel | Erowse... |
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3.

Access the OperServ properties.

a. In Windows 2000 server and Windows NT server, the Distributed COM
Configuration Properties dialog box, click OperServV9_0 and then click the

Properties button.

Distributed COM Configuration Properties 2lx|

Applications |Delau|l F‘lnpelhesl DefaultSecunlyI Diefault F‘lntn:nlsl

Applications:

tsoHelp Key Search Dialog
mszeaich

netman

Methd eeting

NimsSve

OffProv

OperSre

OperSrd7_0

OperSrdd7 6

Outlook Message Attachment

Dutloak Office Finder

Painthrush

Remote Debug Manager for Java
Remote Storage Recall Motification Client
remiras

RexProxy

SEMS Logon Events

SEMS Netwark Evernts

=

o |

Cancel | Apply |
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The OperServ9_0 Properties - General dialog box opens.

b. In Windows XP server and Windows 2003 Server, in the Component Services
window, click Computers -> My Computer -> DCOM Config.

i+ Component Services

@ Fle Action  Wisw Window Help =1 |
& lzall 2 [2af 2
L1 Console Root. DCOM Config 211 object(s)
= @ Component Services =
= [ Computers
= =) My Computer
3 Com+ Agplica AccStore AcroPDF Adobe  APE Client APE
o ppications Class Acrobat ... Expeditar
GRE [DCOM Config
(1) Distributed Transaction €
[ Running Processes
+ [g] Event Viewer (Local) APE Instsnce  APE Job  APE Loggsr APE Managsr  APE Paol
+ 4y Services (Local) Manager  Manager Manager
APE Server APEWorker APE Worker APIDeclar.. Automatic
Manager Providsr Updates
Background BC Blocked  CCDockor Clearl
Inteligen... Drivers  Compon..  Document
< > COM+ Fyent CnmFwent CnmFyent Crmmand Ol ITFxternal )

— Right-click OperservV9_0 and then click Properties.
The OperServ9_0 Properties - General dialog box opens.
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4. \Verify that Packet Privacy is selected in the Authentication Level field.

OperSry¥a_i Properties HE
General |Lucallun| Secuntyl Endpumlsl Idenlltyl
~ General properties of this DCOM application

Application Mame: OperSre3_0

Application 10 {47416956-3C25-4230-B520-E 07 3459263609}
polication Tuoe: Local Service
N
( Authentication Level. [{gERS )

Service Mame: OperSr3 0

oK I Cancel Apply

5. Click OK.

DCOM Configuration

To grant various access rights to Windows authenticated users when using Web Server
Manager Client and WebCommander Client, you must modify the properties of the
OperServ and WAM services.

OperSrv Configuration for NT Authentication

1. Click Start ->Run.
The Run dialog box opens

2. Inthe Open field, type dcomcfng and click OK.
o 21x|

E Type the name of a program, Folder, document, or

Internet resource, and Windows will open it For you.

©pen; I damenfgl j

oK I Cancel | Erowse... |
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3. Access the OperServ properties.

a. In Windows 2000 server and Windows NT server, the Distributed COM
Configuration Properties dialog box, click OperServV9_0 and then click the
Properties button.

Distributed COM Configuration Properties 2=l

Applications I D efault F‘mpertlesl Diefauilt Securltyl D efault F‘mtncnlsl

Applications:
tdzoHelp Key Search Didlog ;I
mesearch
netman
Methesting
NimsSve
OffProe
OperSry
Operrdd7_0
DEerSrW’F 5 )
Outook b4 ge-Attachment
Outlook Office Finder
Paintbrush
Fiemote Debug kanager for Java
Fiemote Storage Recall Motification Clent
remias
FiexProxy
SENS Logon Events
SENS Metwark Events ;I

Ok | Cancel | Apply |

The OperServ9_0 Properties - General dialog box opens.

b. In Windows XP server and Windows 2003 Server, in the Component Services
window, click Computers -> My Computer -> DCOM Config.

i*> Component Services EJ@|E|
@ Fle  Action  Yiew Window Help =1 |
e~ &= @ [ ]
(11 Consale Root DCOM Config 211 abject(s)
= @@ Component Services =
P 2 2 & @ @
= My Co i

g I"_rl omputer ! AccStore  AdroPDF Adobe  APE Client APE

#-L1 COME Applications Class Acrobat ... Expediter

Gl | DC O Config

-] Distributed Transaction ©

#-[17] Running Processes
{20 Event Viewer (Local) APElInstance  APEJob  APELogger APE Manager APE Pool
68 Services (Local) Manager  Manager Maniager

2 @ & &

APE Server  APEWorker APE ‘Worker APIDeclar...  Automatic

Manager Provider Updates
Background BC Elocked CChockor Cleat!
Inteligen... Drivers  Compon..  Document
hS P cOMe Fumnt ComFusrt... ComPuent... Command ClFxtamal A

— Right-click OperservV9_0 and then click Properties.
The OperServ9_0 Properties - General dialog box opens.
4. Click the Security tab.
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Version 9.0 Detailed Description - Secure Mode

In the Launch and Activation Permissions pane, select Customize and then click the

Edit button.
OperSrvy¥9_0 Properties ﬂ E
Genelall Location  Security IEndpomlsI Identityl
i~ Launch and Activation Permissions
" Use Default
( & Cugtomizs Ed.. |
[~ Access Peimissions
1+ Use Default
" Customize Edit... |
i~ Configuration Permissions
& se Default
" Customize Edit. |
akK I Cancel | Spply |

The Launch Permission dialog box opens.

Click the Add button.

The Select Users, Computers or Groups dialog box opens.

Click the Locations button.
The Locations dialog box opens.

Select the local computer name.
Click the Advanced button.

Click the Find Now button.
A list of users is displayed.

Select the Authenticated Users group and click OK.

Select Users or Groups

Select thiz object type:

IUssrs, Groups, or Built-in security pincipals

Fram this location;

IFE-GINDNK

Common Cueries |

Hame:

IStarts with j I

Description: IStarts withj I

I” | Disabled accounts
I | Mon expiing password

Days since [ast logon, I -

2

DObiject Types. |
Lacations. |
Lolumts. |

Stop |

Mame [RDN] [ In Falder [ -
__wmware__ F3-GINONE
€ ACTUser F3GINONE,
€ Administrator F3GINONK,
€7 Administratars FaGINONK. o
€2 ANONYMOUS LOGON
rd O R
| G D
oaTCH
€7 Debugger Users FHGINDONK,
g DIALLIP =l

The selected Group is added to the Launch Permission dialog box, in the Group or

user names list.
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12. Set the permission to Allow - Local launch, Allow - Local Activation, Allow -
Remote Launch and Allow - Remote Activation.

DperSry¥9_0 Properties n B
General I Location  Security | Endpaints I |dentity I
Launch Permission HE
Sectrity |
Graup or user names:
.‘E.u:lnu
€ INTERACTIVE
€7 5vSTEM
Add Remaove
Permizsions for Administratars Allows Deny
Laocal Launch O
Femate Launch O
Local Activation O
Remate Activation O
13. Click OK.

14. In the Security tab, set Access Permission to Customize and click the Edit button.
15. Repeat steps 6 to 13 performed for Launch Permission also for Access Permission.

16. At the end of the procedure, click OK to close the Properties dialog box.

NT) or the Component Services window, in which the DCOM Config services are

Do not close the Distributed COM Configuration Properties dialog box (Windows
{j listed as you will need it for the next procedure.

WAM Configuration for NT Authentication
1. Access the WAM properties.

a. In Windows 2000 server and Windows NT server, the Distributed COM
Configuration Properties dialog box, click WAM and then click the Properties
button.

The WAM Properties - General dialog box opens.

b. In Windows XP server and Windows 2003 server, in the Component Services -
DCOM Config list, right-click WAM and then click Properties.

The WAM Properties - General dialog box opens.
2. Click the Security tab.

3. Repeat steps 5 to 11 in the "OperSrv Configuration for NT Authentication" procedure.
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4. Inthe Permissions for Authenticated Users pane, set the permission to Allow - Local
Launch and Allow - Local Activation.

Launch Permission

Security |

Group or user names:

2|

!ﬁ Adminigtrators [F3-GIMOME \Administrators]
ﬁ Authenticated L sers
€7 INTERALTIVE

€7 SYSTEM

Permizzgions for Authenticated
Users Allow

Remate Activation

Local Launch
Femote Launch O
Local Activation

O

o1

Cancel |

5. Click OK to close the Properties dialog box.

Allowing Connecting/Starting the Application Server (OperSrv) from Server

Manager Clients

Windows 2003 server

In the server computer, right-click the My Computer icon and then click Manage.

Expand the System Tools tree.

Click the Groups folder to display its list.

1
2
3. Expand the Local Users and Groups tree
4
5

Right-click the Distributed COM Users group and click Properties.

The "Distributed COM Users" group exists only from Windows 2003 server. For
Windows NT server and Windows 2000 server, it is recommended to create a new
domain’s user group for remote Server Manager Clients, and add the group once
to the Groups list instead of adding users one by one. For more details, see
“Creating a Group and granting permissions to the group in Windows NT server

and Windows 2000 server” on page 32.

6. Click the Add button.

The Select Users, Computers or Groups dialog box opens.

and add the user or users' group to this group.

8. Click the Locations button.
The Locations dialog box opens.

9. Select the local computer name.
10. Click the Advanced button.

11. Click the Find Now button.
A list of users is displayed.
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Select the Authenticated Users group and click OK.
The selected Group is added to the Distributed COM Users group in the Group or user
names list.

Click OK.

Creating a Group and granting permissions to the group in Windows NT server and
Windows 2000 server

1
2.
3.
4

o

10.
11.
12.

13.
14.
15.

16.
17.

In the server computer, right-click the My Computer icon and then click Manage.
Expand the System Tools tree.
Expand the Local Users and Groups tree

Right-click Groups folder and then click New Group.
The New Group dialog box opens.

Click the Add button and add the required users to this group.
Click OK.

Click Start ->Run.
The Run dialog box opens

In the Open field, type dcomcfng and click OK.

In the Component Services window, expand the Computers list.
Right-click My Computer and then click Properties.

Click the COM Security tab.

In the Access Permissions box, click the Edit Limits button.

My Computer Properties [ 7] x|

General | Oplions | Diefault Properties |
Defauk Protocols | MSDTC COM Securty

Access Permissions

You may edit wha iz allowed default access to applications. *ou may
alzo get limits on applications that determine their own permissions.

T

Edit Limits. ..

i~ Launch and Activation Permissions

“f'ou may edit who iz allowed by default to launch applications or
activate objects. Y'ou may also set imits on applications that
determine their own permissions.

Edit Limits. .. Edit Default...

oK, | Cancel | Aipply |

The Access Permission dialog box opens.
Click the Add button and add the group you have created to the list.
Set the group permissions to Allow - Local Access and Allow - Remote Access.

Click OK.
You are returned to the COM Security tab.

In the Launch and activation Permissions box, click the Edit Limits button.

Click the Add button and add the group you have created to the list.
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Version 9.0 Detailed Description - Secure Mode

Set the group permissions to Allow - Local Access, Allow - Remote Access, Allow -
Local Activation, and Allow - Remote Activation.

Click OK.

Manually Updating the MCU Password

This procedure must be performed when:

You have selected the Secure Mode option during the installation of version upgrade.
In such a case, passwords of MCU already defined in the database are not encrypted
automatically and they must be re-entered to encrypt them.

The system failed to automatically update the MCU passwords when switching to
Secure Mode.

When adding or changing MCU passwords in Secure Mode, they are automatically
encrypted by the OperSrv and stored in the database.

To re-enter the MCU password:

1.

4.

In the Web Server Manager, expand the SQL database tree and click MCU’s.
The list of MCU’s appears.

For each MCU in the MCU list, right-click the MCU icon and click Properties.
The MCU Properties dialog box appears.

In the Password field, re-enter the password.
The password is hidden by a series of asterisks (****),

MCU Properties g|

Name: |Product Management ISDM Prefis:
IpAddess: [172. 22 . 188. 39 HazaPrefic [

Legin: |AECORD First Number: |1000
<Password: xxxxxxx ) Last Mumber. [1333
Order: |1

(] 8 | Cancel Advanced >

Click OK.

Permissions Setting

Any NT Authenticated user that is added to the WebCommander users list is automatically
given default user's permission. When adding an MCU to the database or when modifying
the MCU password in Secure Mode, the user must have a special permission to perform
these operations.

To grant permission:

1.

In the Web Server Manager, expand the Database tree and click Permissions.
The Permission Properties dialog box opens.
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2.
3.

4.

Click the Settings2 tab.
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Click the Allow remote Client access to Server Manager (Secure Mode) check box.

Permission Properties E

Seftingl  Setting? I

¥ Enable Mesting Director [web Only]
¥ Charge conference end time

[v Extend conference end time

[V {Teminale conierence

v Video Lapout selection

[V Conference lock

[v Place conference on-hold

¥ Designate exclusive speaker

v Mute Meet Me' parties

¥ Control the voting session

[V Change Web/Chairperson Passward

¥ Change Conference Entry Password

v Modity User Defined Corference fields

¥ Recording Cantrol

v Add/Remove participants from Q4 queus
¥ Change participnats' position in D&4 queue
[v Control Questioner Session

¥ View Patticipants

¥ Delete participants from a conference
¥ Connect/disconnect participants
¥ Mute participants

¥ &dd participants from database
¥ Create new participants

¥ Maodify participant's properties
¥ Modify participant's volume

¥ Wideo forcing

I Tum on/olf AGC

¥ Change to chairperson

W Modify participant's listening volume

W Wiew ALL ongoing conferences in
Main Meru

I Moderators Chat
¥ Print/Esport ongoing participants

¥ Change Password u

™ Always prompt for conference password

Wiew mode:
& Administrator I™" Limit magimum number of participants [124657
 Basic ¥ Dial Out ko Irwite new participants

7 Wiew MO name ) i s
Party phone number/IP address in email

Allow connection types changes:
o Allow remote Client access to ’7 Iv Dialin ¥ Dialout | Direst
Server Manager [Secure Mode|

akK I Cancel | Spply

Click OK.
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When reverting back to a non-secure mode, the following operations are performed:

In the Server Manager application, in the Web Configuration dialog box, clear the

Secure Mode check box.

The system displays a message indicating the process that will be performed once the

operation is confirmed.

These operations include:

— Restoring the 1S defaults (turning off SSL/TLS and NTLM Authentication, and
turning on Anonymous access)

— Restarting all the WebCommander services
— Enabling the Personal Scheduler application
— Decrypting MCU passwords in ALL connected databases

Once the process is complete, the Login dialog box is displayed and the user must

enter the User Name and

Password.
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WebCommander Server Client Installation

WebCommander Server client installations cannot be switched from non-Secure Mode to
Secure Mode and vice versa and must be re-installed.

To install the WebCommander Server Client in Secure Mode:
« Inthe installation setup procedure, select the Secure Mode option.

Security Settings E I

Secure Mode forces NT Authentication and secures all
communication between the application server and MCU s

< Back I Mest » I Cancel |

«  Select the name or IP of the WebCommander server. The server name must be
identical to name for which the SSL/TLS certificate was issued (and installed on the
server).

Server configuration E

Flease enter the server's Mame ar [P:

Server

< Back I Mest » I Cancel
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Version 9.0 - Corrections, Limitations and Pending
Issues

Version 9.0 Corrections

Corrections between Versions 8.0 and 9.0

Table 1: Corrections between 8.0 and 9.0

#. Subject Description ID# Remarks
1. Web Server In the Web Server Manager thereis | VNGM-
Manager no indication that the Central Server | 1894

Service is down.

2. Personal When the German language is VNGFE-
Scheduler selected, the Invite dial-out 701
endpoints window appears in
English.
3. Automatic When connecting an MCU to the VNGFE-
Discovery Mode | server using port 443 and the 655

Automatic Discovery Mode mode is
enabled, if the OperSrv Service is
restarted, the MCU fails to connect.

4, WebCommander | WebCommander cannot display the | VNGFE-
conference list when participant 804
names include quotation marks.

Corrections between Versions 7.5 and 8.0

Table 2: Corrections between 7.5 and 8.0

#. Subject Description ID# Remarks
1. E-mail In the email notification of a recurrent 22388
Notification reservation the conference Numeric ID
is missing.
2. E-mail When using Microsoft Outlook to 22389
Notification modify the time of a meeting in

recurring reservations, there is no text
in the message body of the sender
mail. This occurs whether a single
occurrence is updated or the whole
series.

This occurs with WebCommander
Server version 7.01.10 and PS Client
V.7.0.1.5.
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Table 2: Corrections between 7.5 and 8.0

#.

Subject

Description

ID#

Remarks

3.

Personal
Scheduler

The monitor link in the New Meeting
request is incorrect and does not
include the DNS server name as it is
configured in the Server Manager.

22497

External
Database

External Database Authentication
does not work with MCU version
7.5.0.52 and WebCommander version
7.5.0.13.

22396

Web Server
Manager

When attempting to define the
Administrator Send Email
Configuration option in the Web Server
Manager application, in error message
is displayed: "Unsupported operation".

22498

WebCommander

After server reboot, the MGC unit and
the Web Server do not connect
automatically.

22454,
22404

WebCommander

WebCommander version 7.5.1.1 does
not accept any version 7.0 License
key.

22572,
22966

WebCommander

With WebCommander versions 7.0
and 7.5, when working with MGC
Manager version 7.02.6 and
scheduling a conference or a
Reservation with FECC/LSD, an error
message is displayed: "Failed to Start
reservation”.

22878

Windows

Manually stopping the Opersrv Service
in Windows Enterprise Manager
results in error messages: "Could not
stop the OperSrvV7_5 service on local
Computer", and ” Error 1067: The
process terminated unexpectedly”.

22496
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Table 3: System Limitations

version 6.0 is not backward compatible
with previous Personal Scheduler
versions.

No. | Subject Description ID# SISOy
Remarks

1. Double When making a conference reservation 14742
Booking for today and selecting a future date for

the recurrent reservation, the Double
Booking window appears for today’s
booking.

2. Email When customizing the format of the Email | 16014
Notification (in any language), there is no default

format.

3. E-mail When the From field in an e-mail is not
Notification filled in, the system does not display a

warning message.

4. On Going When the system cannot support the 14650

Conference | Exclusive Speaker mode due to the
incorrect card type, a status message
does not appear.

5. Permissions | Ifthe conference organizer does not have
permission to change user settings, any
passwords the organizer configures will
be ignored and the conference will start
with passwords defined by the MCU.

6. Personal In the MGC Manager, when printing the 11812
Scheduler parameters of a Continuous Presence

conference scheduled from the Personal
Scheduler, the layout of 1x1 appears as
“unknown” in the printed data.

7. Personal When configuring the Personal Scheduler | 14676 | Click the arrow to
Scheduler Server (after installation), the Language display the list of
Server drop-down list appears empty. languages and

select the
appropriate
language.

8. Personal Personal Scheduler Clients version 5.6 13607 | backward
Scheduler cannot connect to Personal Scheduler compatibility is
Client server version 6.0. enabled from

Version 7.0

9. Personal When creating a recurrent reservation “on | 15264
Scheduler behalf” of a colleague, the conference IDs
Client for the recurring reservations are

incorrect.

10. | Personal Personal Scheduler version 5.6 and 13640
Scheduler Personal Scheduler version 6.0 should
Client not be installed on the same server as




POLYCOM

Network Systems Group

Version 9.0 - Corrections, Limitations and Pending Issues

Table 3: System Limitations

No. | Subject Description ID# CURILEEIITCY
Remarks
11. | Recurrent In WebCommander, after changing the 18007
reservation start time of a single recurrent meeting
using Drag & Drop, if you try to update
the entire series, an error message is
displayed: "Operation failed".
12. | Reservation | The name of the MCU cannot contain an
Calendar apostrophe ('), otherwise a Java script
error occurs.
13. Reservation | After updating a recurring reservation in 18390
Calendar Outlook 2003 and sending an update by
e-mail, the invitee receives an email with
a “Polycom Office” tab.
14. | Reservation | When setting up an Entry Queue access
templates conference, the Continuous Presence -
Quad View option is enabled.
15. | Reservation | If you change the layout colors of the You must change
templates conference and start the conference, the the layout colors
colors will revert to the default colors after before the start of
the conference is over, even if you save each conference.
the template.
16. Screen You are unable to view the 13733
Resolution WebCommander GUI if your screen
resolution exceeds 600x800.
17. | Server In the Server Manager, when modifying 14860
Manager the name of an existing Default
Reservation set from lower case to upper
case, the system indicates that the
default reservation set already exists.
18. | Version When upgrading WebCommander 18999 | Update the
Upgrade version 6.0x installed with PathNavigator database list
database and NT Authentication to using NT
WebCommander version 7.0 using the Authentication.
PathNavigator database with SQL
Authentication, the PathNavigator
database is not added or connected to
the WebCommander database list.
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Table 4: Pending Issues

#. | Subject Description ID# Remarks

1. Personal In the "Polycom office" tab, the field 17887
Scheduler "Dial-in Endpoints/Phones" appearsin
Client all types of conferences. This field

should appear only in "Entry Queue"
or "Meet-Me per" conferences.

2. Personal A viaVideo auto connection is not 18713 | Create aregular
Scheduler supported when the system.cfg flag conference and
Client 'Quick login Via EQ' is set to YES. check the 'Enable

numeric conference
name' checkbox in
the 'MGC Personal
Scheduler
Configuration'. For
reservation
recurrences, use
EQ Access or Entry
Queues to solve
the problem.

3. Personal Create a recurring reservation, then 18374
Scheduler click Edit, and then change the
Reservation subject name. The name does not

change.

4. Recurrent As the recurrent reservation's Name 17829 | Reservation names

Reservation field is limited to 73 characters, using should be shorter
long names may result in missing than 50-60
characters since WebCommander characters.
automatically adds the user-name and
numbers to each reservation
occurrence.

5. Recurrent When user A creates a single 19268

Reservation recurring meeting on behalf of user B,
when user B updates the meeting,
user A cannot re-open the meeting on
behalf of user B.

6. Reservation After an update of recurrence falils, it 18010
Calendar is impossible to access any recurring

reservation.

7. Reservation When editing a recurrent meeting, the | 18373

Calendar

reservations are deleted and
recreated with the changes. If the
number of recurrent reservations is
large, it takes a long period of time to
generate and process.
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Version 9.0 - Corrections, Limitations and Pending Issues

#.

Subject

Description

ID#

Remarks

8.

Reservation
Default

When you copy and paste the
Reservation Default template from
one database to another, some
parameters are copied incorrectly.

The fields that were
not copied correctly
must be changed
manually. The fields
are: Interlaced
Video Mode, Dual
Stream Mode,
Conference on
Port, Entry Queue
Access, Meet Me
Per Conference,
Meeting Room,
Start Conference
Requires
Chairperson,
Terminate After
Chairperson Exits,
On Hold, Invite
Party, Background,
Layout Border,
Speaker Notation.

Reservations
in Japanese
or Chinese

When using WebCommander in
Japanese or Chinese languages, the
confirmation button to schedule new
conferences is missing from the New
Meeting page.

You must schedule
the reservation
from the
Reservations
Templates window.
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Proprietary and Confidential

The information contained herein is the sole intellectual property of Polycom, Inc. No
distribution, reproduction or unauthorized use of these materials is permitted without the
expressed written consent of Polycom, Inc. Information contained herein is subject to
change without notice and does not represent commitment of any type on the part of
Polycom, Inc. Polycom and Accord are registered trademarks of Polycom, Inc.
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